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Abstract

Issues associated with the interconnection of packet-
switching networks via entities called gateways are dis-
cussed. A gateway virtual network is proposed, and a pro-
totypical implementation is described.
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1. Introduction

erconnection of com-

The work done to date on the int tion such as

puter networks has usually assumed a configura

B

Figure 1 -- Networks Connected by Gateways

that shown in figure 1. (In this paper, our discussion
refers only to networks of the the packet-switching vari-
ety, and assumes the reader to be familiar with packet -
switching terminology.) On each network there are hosts
(denoted by H in the figure) which desire to communicate
with hosts on other networks. The networks are connected
together by units (denoted by G) called "gateways."* The
gateways must in some way convert traffic in the format of
one network into traffic in the format of another network.
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¥Note that this is a different use of the term "gateway" .
than in conventional international telephone system inter-
connection, where the term is used to refer to an artifi=

cial site from which it is convenient to establish tap-
ifrs).
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Because host-to-host protocols differ from one netw«
to the next, and because these protocols are generall)
plicated and incompatible, many researchers (including
selves) believe that hosts on diffepent networks wishing t
communicate must do so in a common protocol. Much of LF
work to date in network interconnection has been to SPES St
such a standard protocol: see for example [Cerf THE]lq;._
(Zimmerman T4], [McKenzie 74b]. While there has not yet
been agreement on the standard protocol, for the purposes
of this paper we assume the terminology and protocol i
deseribed by Cerf and Kahn [Cerf Tlal, {Cerf T4p]. InE
protocol the logical entity in the host which perfurmaf

protocol functions is called the Transmission Control
gram or TCP,

While there has been considerable work on the stand
host protocol, there has been less work on the function and
structure of the gateway. For the most part it has been
assumed that the gateway will forward traffic between net-
works (and across networks) without speeifying how this _
would be done. In this paper we consider the functions the

rateway should perform and how it should perform thﬂM-**: ff

e

2, Gateways as Hosts vs. Gateways as Nodes
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One of the outstanding questions of network intarcmﬁﬂ_ R
nection is whether the gateways should connect networks 2t
the packet or host level. By packet level, we mean that a
portion of the gateway would actually become a node on each
of the networks being connected. By host level, we mean .
that a portion of the gateway would actually be a host on
each of the networks being connected. We feel that the
gateways should connect at the host level primarily to
maintain the sovereignty of the networks involved [Crowther
72). Furthermore, it is unlikely that a standard packet
format can be found, at the present state of ongoing devel-
opment of all of the packet-switching networks that might

be connected, which would permit packet level connection.

By network sovereignty, we mean that connection to the
networks must be done at a point where the interface is
both well defined and well controlled by the constituent
networks. If the point of connection is the host level
just mentioned, each network can protect itself against
activities of the Fateway to the same extent as it may pro-
tect itself against the activities of any other host.
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**[Burchfiel 74], [Lloyd 75], and [Belloni T4] have alseo
addressed this issue. The latter two of these references

< came to our attention late in the writing of this paper.
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As already mentioned, we believe that it will be
impossible, in general, for the gateway to E?nvert between
the host-to-host protocols of two communicatlng networks.
Thus, rather than communicating in the host-to-host p?mtu-
col of the network, the gateways should communicate with
nodes of the network in the lowest form of host/network
protocol supported by the network. Transmissions in the
network interconnection protoccl of the TCPs should be the

text of these host/network protocol messages.

Notice that a host on a given network might find
itself having to implement, in addition to the host-to-host
protocol of its own network, the standard internetworking
host-to-host protocol for communication with hosts in other
networks. Of course, one can hope the internetwork stan-
dard will eventually prevail throughout the world and the
host-to-host protocols of the individual networks will

eventually wither away.

To summarize, hosts involved in internetwork communi-
cations must adopt a common protocol, and gateways should
connect to networks as hosts using the lowest level of
host/network protocol. Further, protocols have already
been specified [e.g., Cerf ThHa] for the former task and the
protocol for the latter task is specified by the network
for any network to which a gateway is to be attached [e.cs.,

BBN 74].

If the gateways conneect to the networks as hosts, then
the format of the messages passed to the network is speci-
fied by the host/network protocol. This protocol is then
gsed to permit transparent transmission of segments of an
internetwork transmission. This can be done by embedding
the internetwork segment in the text of a message in the
hnstfnetwork protocol as shown in figure 2. Such a compos-
1te message has two leaders and potentially two trailers.
The outermost leader and trailer provide information for
the network. The leader will specify the address of the
gateway‘hﬂst Lo which the message should be delivered., anv
allocation or sequencing information which is used bylthew
host/network protocol, and any further information demanded
by that protocol. An example of a trailer that might be
required by the host/network protocol would be padding and
a checksum. Within this outermost leader and trailer is
the internetwork data segment with its leader and trailer
The_internetwcrk leader specifies such information as tﬁe'
E;E;mat$hge§t%na§ign, Sequencing, and reassembly infﬂrmé—

. ctua a i i 1
1L e messaga?a which is being transferred is the
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Figure 2 -- An Internetwork Segment Embedded
in a Network Message

. Gateway Characteristics

We will now examine some of the characteristics a
gateway must have in addition to being able to pass meS=
sages between two networks. The gateway must have:

-a capability for inter-gateway routing
-access control and accounting mechanisms
-a capablility for fragmentation

-control of congestion at the gateways

-in some cases, a capability for inter-gateway
retransmission

In the following paragraphs we elaborate on each of these
points.

Routing. Inter-gateway routing is desirable for all
of the standard reasons one desires routing. For example,
for reliability one must have alternate paths over which
traffic may be routed; for achieving higher bandwidth than
is available over any single path, one wants to be able to
route traffic over parallel paths; different classes of
traffic should be able to follow different routes (e.g.,
traffic requiring low delay should be routed around net-
works which insert large delays).





































